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Abstract; As a method to realize the connection and communication between hosts when the port is closed, port
knocking technology can authenticate the legitimate users and block the adversary attack through port knocking
sequence and has been widely used in the fields of secure transmission and covert communication. However, due to
the fixed IP address used in port knocking technology, the real communication address is easy to be exposed, thus
leading to the failure of covert transmission. To realize the high covert transmission of information, this paper
proposed a covert communication system based on ports and addresses knocking technology to transfer confidential
information by knocking on the combination sequence of port and IP address, thus making the communication end
information irrelevant to the transmitted information. Next, it discussed in detail the issue of the generation of
extended sequence and the transmission of information based on the ports and addresses knocking technology. In
view of the diversity of port selection, two port control strategies, quadrant strategy and sinusoidal function

strategy, were proposed to further enhance the concealment of the system on the basis of ensuring the randomness
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of port selection. Finally, the concealment and anti-attack of the model were verified by building the test
environment. The experimental results show that the system has good usability and concealment.

Key words: network security;covert communication;port control;information hiding; ports and addresses knocking
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Fig. 1 Covert communication model of ports and addresses knocking
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Fig. 7 Information packet capture result under masquerading attack
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Fig. 8 Result of text information packet capture under DoS attack
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