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Identification of Illegality of the Acts of “Human Flesh Searching” and “Doxxing” and
Their Co-governance Under the Civil Law and the Criminal Law
ZHAO Long, WANG Ziqi
(Law School » Yantai University , Yantai» Shandong 264005, China)

Abstract: “Human flesh searching” and “doxxing” refer to the acts of collecting personal information via the Internet, compiling it
into an identifiable personal profile, and then disseminating it online. This process unfolds in two distinct phases: the “human
flesh searching” and the “doxxing”. Currently, the challenges in governance during the “human flesh searching” phase primarily
stem from the lack of clarity in assigning responsibilities. Conversely, the “doxxing” phase is fraught with difficulties in effectively
preventing harm. At the civil law level, the analysis of the illegality surrounding platform conduct and the actions of those who
initiate the doxxing (the “doxxers”) hinges largely on the regulatory stipulations outlined in the Personal Information Protection
Law. At the criminal law level, the acts of “human flesh searching” and “doxxing”, along with related activities, may constitute
offenses such as the infringement of citizens’ personal information. unlawful acquisition of data from computer information
systems, and illicit use of information networks. The acts of “human flesh searching” and “doxxing” not only encroach upon the
victim’ s right to personal information but also pose a threat to their personal and financial security, as well as their mental well-
being. To ensure comprehensive safeguarding of legal interests, civil law should incorporate mechanisms to protect citizens’ right
to delete personal information and the right to be forgotten online. At the criminal law level, judicial interpretations could be
employed to refine the delineation of aggravated circumstances in the crime of infringing upon citizens’ personal information,
thereby facilitating the prosecution of offenders and holding them accountable for their actions.

Key words: “human flesh searching” and “doxxing”; crime of infringing on citizens’ personal information; legal interests; co-

governance under the civil law and thee criminal law
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