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Construction of Personal Information Protection Paradigm

from the Perspective of Risk Prevention

XIAO Qi
(School of Law, China University of Political Science and Law, Beijing 100088, China)
Abstract: In the era of the digital economy, the multidimensional risks to personal information pose a serious challenge to the
security of personal information and even to national digital security, thus giving rise to the emergence of a risk-prevention rule of
law paradigm. The traditional empowerment-based protection paradigm fails to systematically consider the limited rationality of
the information subject, the public attributes of personal information, and the dilemma of realizing private law remedies, making it
difficult to show the effectiveness of the law. In contrast, the protection paradigm based on risk prevention is desirable because it
pays attention to the vulnerable status of the information subject, weighs the interests of multiple subjects, and emphasizes the
function of trust maintenance. In addition, it is feasible because it conforms to the international trend and the domestic legislative
orientation. Therefore, to build a legal system for the prevention of personal information risks, it is necessary to implement a
phased approach to governance: in the initial prevention stage, an ex-ante intervention mechanism is formed through institutional
design and risk monitoring; in the secondary prevention stage, the dual-track front of administrative protection and judicial
remedies is promoted to strengthen the interim response mechanism; and in the recurring prevention stage, a deterrent mechanism
will be constructed after the fact by increasing the certainty of administrative punishment and expanding the scope of public interest
litigation.

Key words: digital economy; the preventive rule of law; risk prevention; personal information protection
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