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A self-adaptive semi-fragile video watermarking algorithm based on H. 264/AVC
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Abstract: In order to protect the copyright integrity of video information more effectively and achieve the tamper
detection of video frames and video frame content, this paper proposes a self-adaptive semi-fragile video
watermarking algorithm based on H. 264/AVC. The algorithm combines non-zero quantization coefficients and
energy factors to select suitable sub-blocks in the I frame and divides the sub-blocks into regions for constructing
video feature sequences and embedding authentication codes and frame numbers to ensure the algorithm’s use of
macroblocks in each I frame. Experiments on the invisibility and robustness of the algorithm are conducted and the
results, with a structural similarity index above 0. 97 and a bit error rate below 0. 064 4, show that the proposed
algorithm has good invisibility and anti-recompression performance while achieving video tamper detection, and thus
has obvious advantages compared to similar algorithms.
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Fig. 1 H. 264/AVC encoder structure diagram
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Fig. 2 Embedding algorithm framework for semi-fragile video watermarks
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Fig. 3 Watermark image and I frame sub-block region division
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Fig. 5 Watermark extraction process
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Fig. 6 Results of the second recompression experiment
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